SO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CNTT&TT Doc 1ap - Tu do - Hanh phiic

S6:142 /ICNTT&TT-QTVHHT Bdc Ninh, ngay12 thang 11 ndam 2025
Vv moi b4o gia dich vu Tham dinh gia nhiém vy
thue hién “Trién khai cac ndi dung nham dam bao
an toan thong tin cho ngudi s dung may tinh
trong mang truyén so liéu chuyén ding”

Kinh gtri: Cac cong ty, doanh nghiép trong va ngoai tinh

Cén cir Ludt gid s6 16/2023/QHIS ngay 19/6/2023;

Can cir Ludt dau thau so 22/2023/QHIS ngay 23/06/2023; Ludt s6
57/2024/QH15 ngay 29/11/2024; Ludt s6 90/2025/QH15 ngay 25/06/2025;

Can cir Nghi dinh 50 78/2024/ND-CP ngay 01/7/2024 cua Chinh phu quy
dinh chi tiét mot so diéu cua Ludt Gia vé tham dinh gid,

Can cir Nghi dinh s6 85/2024/NP-CP ngay 10/7/2024 ciia Chinh phii quy
dinh chi tiet mot so diéu cua Ludat Gia;

Can cir Nghi dinh 214/2025/ND-CP ngay 04/08/2025 cua Chinh phu vé viéc
Quy d.l'l"lh chi tiet mot so diéu va bién phdp thi hanh Ludt Dau thau vé lya chon
nha thau,

Can cir Thong tw 79/2025/TT-BTC ngay 04/08/2025 cua B¢ Tai Chinh vé

viéc Hudng dan viéc cung cap, dang tai thong tin vé ddu thau va mdu hé so ddu
thau trén Hé thong mang ddu thau quoc gia;

~ Can cir Nghi quyét s6 05/2023/NQ-HDND ngay 12/4/2023 cua HDND tinh
Bac Ninh ban hanh Quy dinh phdn cdp quan ly tai san cong tai cac co quan, to
chirc, don vi thuoc dia phwong quan Iy,

Can cir Théng tw s6 18/2024/TT-BTTTT ngay 30/12/2024 c6 hi¢u luc tu ngay
14/02/2025 cua By Thong tin va Truyen thong Quy dinh ldp va quan ly chi phi
dau tw ung dung cong nghé thong tin, thué dich vu cong ngh¢ thong tin sir dung
nguon von ngan sach nha nuoc;

Can cie Quyét dinh so 176/QD-SKHCN ngay 21/8/2025 cua Gidm doc So
Khoa hoc va Cong ngh¢ ve viéc giao dy toan chi ngan sach nha nuwdc nam 2025
cuia S0 Khoa hoc va Cong nghé tinh Bdc Ninh sau sap xép (lan 2);

Can cir Ké hoach so 16/KH-CNTT&TT ngay 12/11/2025 cia Trung tdm
Cong nghé thong tin va Truyén thong ve vi¢c Trién khai cac ngi dung nham dam
bao an toan thong tin cho nguoi sw dung mady tinh trong mang truyén so liéu
chuyén dung;

Can cir Phiéu dé xudt ciia phong Qudn tri va vdn hanh ha ting ngay
12/11/2025.
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Trung tim CNTT&TT d& nghi cac doanh nghiép c6 d6i ngii chuyén gia du
nang luc, kinh nghiém cung cap bao gia Tham dinh gia cho nhiém vu thuc hién “Trién
khai cac ndi dung nham dam bao an toan thong tin cho nguoi sir dung may tinh trong
mang truyén s liéu chuyén dung”, cu thé:

1. Thoi gian thue hién dich vu: thang 11 nam 2025.
2. Nhiém vu can thim dinh gia, gém:

- Trién khai cac noi dung nhém dam bao an toan théng tin cho ngu0’i sir
dung may tinh trong mang truyén s6 liéu chuyén dung (Yéu cdu chi tiét cic néi
dung can tham dinh gid tai Phu luc I dinh kém);

3. Thoit gian nhan bao gia:

- Kinh d& nghi Quy cong ty, doanh nghiép quan tam gui bao gia vé Trung
tam Cong nghé thong tin va Truyén thong trude ngay 16/11/2025.

- Dia chi nhan béo gia: Trung tdm Cong ngh¢ thong tin va Truyén thong,
duong Hoang Van Thy, Phuong Bac Giang, tinh Bac Ninh. Email:
ttentt.skhen@bacninh.gov.vn.

Trung tim Cong nghé thong tin va Truyén thong tran trong dé nghi va rat
mong nhan dugc su hop tac cua Quy cong ty, doanh nghi¢p trong va ngoai tinh./.

Noi ghéni KT. GIAM POC
- Nhu trén; A L A
- PGP So Nguyén Gia Phong (b/c); PHO GIAM BOC
- Lanh dao Trung tam;
- Céc phong thu¢c Trung tam,;
- Ban bién tap Cong TTPT S& KH&CN (dé ding);
- Luu: VT.

Lai Hiru Dwong



Phu luc

MO TA NOI DUNG CHI TIET TRIEN KHAI CAC NOI DUNG NHAM PAM BAO AN TOAN THONG TIN CHO NGUOI

SUDUNG MAY TiNH TRONG MANG TRUYEN SO LIEU CHUYEN DUNG

(Kém theo Céng vin s6:  ICNTT&TT-QTVHHT ngay /11/2025 cuia Trung tdm Cong nghé théng tin va Truyén théng)

I. Noi dung dich vu chi tiét yéu ciu tham dinh gia

1. Danh muc dich vu tham dinh gia

STT

Yéu ciu k¥ thuit thiét bi twong lira SD-Wan XGS138

Pon vi
tinh

S6 luong

Thong s6 ky thuit twong lira

Thong sd
ky thuat

Thong lugng tudng ltra: > 19,000 Mbps

Thong lugng tudng ltra IMIX: > 10,000 Mbps

Thong lugng IPS: > 5,850 Mbps

Thong lugng bao vé khoi cac mdi nguy hai: > 4,750 Mbps

Théng s6 NGFW: > 5,100 Mbps

Két ndi dong thoi téi da: > 6,500,000

S6 két ndi méi mdi gidy: > 105,000

Thong lugng Ipsec VPN: > 6,600 Mbps

S6 tunnel dong thoi cho IPsec VPN: > 2,500

S6 két ndi SSL/TLS dong thoi: > 18,000

Luu trir: > 64 GB

Giao dién Ethernet:
> 6 x GE copper .
> 2 x SFP+ 10GE fiber (chua bao gdm module quang)

Goi

36




Cong két nbi:
>1x COM RJ45
>2x USB

Vi xu ly: x86 AMD CPU va Marvell NPU

Nguon: 100-240VAC

Tinh nang

twong lira co ban

Tinh Hb tro quan trj thong qua giao dién web GUI, CLI va Cloud Central
nang Hb trg xac thuc 2 nhan tb cho truy cip quan tri, két ndi IPSec va SSL VPN.
quan tri | H§ trg quan tri tap trung Firewall trén nén tang dién toan dam may mién phi
+ . | Strdung kién trac xir 1y goi tin théng minh dé phat hién ma doc va bao vé hé théng
KI:E ic;uc HO trg giai ma lwu lwgng TLS 1.3 ma khong ha bac giao thire
Ho tro DPI Engine
Tinh Ngin chin céac tin cong DoS va portscan
nang Can bang tai nhiéu duong Internet
mang | Hj tro giao thire dinh tuyén tinh, multicast (PIM-SM) va dong (RIP, BGP, OSPF)
Tinh H0 tro x4c thuc thong qua Active Directory, RADIUS, LDAP and TACACS+
nagﬁr )éac H6 trg Single Sign-On: Active directory, eDirectory, RADIUS Accounting
Tinh Ho tro Route-based VPN
vpN | HO trg cong nghé VPN véi thiét bi két nbi Ethernet tir xa
Tinh Hb trg nhiéu két ndi WAN, céc tiy chon bao gdm VDSL, DSL, cap , LTE/Cellular, va MPLS
nang SD- | HJ tro chon dudng va dinh tuyén theo uing dung
WAN | H§ trg tao két ndi tunnel & layer 2 véi dinh tuyén cho cac thiét bi cing hing
Trung H(:), trg luu trit lich st twong lira 30 ngay trén cloud ciia hing véi cac tinh ning nang cao dé luu, 1én lich va
tam diéu | xuat bdo cdo tuy chinh
phoi HO tro tich hop véi cac tinh ning SD-WAN dé vu tién tmg dung, tdi uu hoa dinh tuyén va tan ding nhiéu
VPN | lién két WAN




HJ tro tich hop véi giai phap MDR va XDR cung hing dé tim kiém va phan tich mdi de doa.
Tao VPN site-to-site tw dong bang trinh hudng dan (wizard) giita cac dia diém mang
HJ trg céc kién tric VPN tdi vu: hub-and-spoke, full mesh hodc Kkét hop

- Tich hop lién mach véi cac tinh ning SD-WAN:

+ Ul tién tng dung

+ Téi wu hoa dinh tuyén

+ Tan dung nhiéu duong truyén WAN dé ting do tin cdy va hiéu suat

H5 tro cac loai VPN: IPsec, SSL va thiét bj VPN chuyén dung cung hing.

Hb tro 1 nam v6i muic do 24/7 theo nhiéu kénh. HJ tro tai, cap nhat va bao tri phﬁn mém. Cho phép truy cép
vao kho tai nguyén ho trg va cac dién dan ho trg. HO tro cia hang bang truy cap tir xa vao thiét bi. Bao hanh
va thay thé thiét bi.

Hb tro
néang cao

2. NOi dung cong viéc thue hién:

2.5 Cdc yéu cau khdc
- Thoi gian bao hanh ddi véi timg loai thiét bi phai dam bao t6i thiéu nhu sau:

+ Thiét bi tuong ltra: 12 thang

- Cac phan mém cong cy tién ich cta hing thir 3 (néu c6) phai 1a phan mém c6 ban quyén. Ban quyén nay phai dugc trao
cho bén mua.

- Trong thoi gian bao hanh, don vi cung cap c6 trach nhiém:

+ Cung cip cac ban va 13i, cac phién ban phan mém nang cap trong thoi gian bao hanh.

+ Cam két vé hd tro ky thuat d6i véi cac thiét bi tudng lira, phan mém diéu khién duoc dau tu.

+ Tiép nhéan yéu cau hd trg ky thuat qua dién thoai, email, fax...

+ Carp két thoi han giai quyé:t tuong ﬁ:ng v6i timg cap do cua sy cd: mirc do 1 (nguy cap), mirc d6 2 (nghiém trong nhung
khong nguy cap) va muc do 3 (yéu cau, dé xuat cai thién).

- Trong thoi gian bao hanh cua thiét bi, don vi cung cap phai thuc hién bao tri mién phi.



- Ngoai thoi gian bao hanh cua thiét bi, viéc bao tri thiét bi duoc thuc hién theo ké hoach bao tri, bao dudng thiét bi cua
Chu dau tu va cac quy dinh hién hanh.
- Trién khai hé thong tuong lira (firewall) theo ké hoach chi tiét, dam bao an toan va hiéu qua.
- Kiém thir k§ ludng trude khi dua vao van hanh chinh thuc.

- Pao tao d6i ngii quan tri dé duy tri hé thong bao mat lau dai.

I1. Thé thirc bao gia:
Bio gia dugc thyc hién theo biéu mau cia Quy doanh nghiép, nhung phai dam bao diy du cac yéu cau sau:
1. Bao gia phai duoc ky bai ngudi c6 tham quyén va duoc dong déu cia doanh nghiép theo quy dinh.

‘2. Bao gia phai dugc xay dyng trén co s ¢6 tong gia chao thuc hién cho dich vu (da bao gém,thué’, phi theo quy dinh) va
chi ti€t co s& hinh thanh gia dich vy; dong thoi bao gia phai dam bao di€u chinh, b6 sung dy toan (néu co).

3. Bao gia phai c6 thoi han xac dinh hiéu luc theo quy dinh.
4. Chung thu tham dinh gia c6 thoi han xac dinh hi€u luc theo quy dinh.
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